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1. -^^'^•^ts^i.ii^^f-^^^^^^^^^^^^g^gj 

15 

6. -#ie.^^^, ie.#:it^^^^^6^^^, isa^-ft-rr^^ 



2 



1 



02801849.4 ft *i H * 4? ^2/6^ 



m.^S.^^m^f^^i' t^^d^^f^^^^ (EKB) 6^)S^i^^3£6tr^£ 

(EKB) M.^^. 

10 

8. -#'f|r.iAh«^£, 41#^>>i:fJ^F*3^6^t^-r. ^^^^^ 

9. — #'ft4-^a>5'>^, ^>(^^^>^^•J^l*3^6^)•it■=^, ^^^^^ 
23 ^i^-: 
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02801849. 4 

ft *J S ^ 45 M3/6S 



02801849.4 *J 31 ^ 45 ^4/615 



10 ^'4^¥i:(EKB)6^;&p^l*J^. 

15. -^^>^, ^i\%MJ!^M^^.t'^^^%^J>mkn^. 

17. -#tl^tbf*|^6<>>ft4-^3S^^, 
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02801849. 4 




^4^:^ (EKB) 



02801849.4 *l H * 4? ^6/6^ 



7 



0280,8«.4 iji Bfl 45 



^^^^^^^^ 
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02801849. 4 



Hi m ^ B2/44S 



^##3^, i^*>WE.^t4^3S^3LII.>(J^>y.^g&#Jii^6^^iS^/r^Se. 



9 



02801849. 4 

. » w ms/uM 

3F«*a«*«^gs^^«^^„^.^,,^j^,^.. ^^^^^ 
'fH'fis'.Mitt.H. Aaifc-s-*^-iRj!!|#4rtif-r. 
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02801849.4 



itt ^ m4/44S 



(EKB) ¥jilfm ^. 

20 ^>S«L!gd^j^ 4#-4^3g^^, ^4^^J#I|L, 4t 

1 15"A^>Eli^M4q#*>;r^t4^J^(EKB)6*i;fto^l*|^; 

1^ &-i-6^:t^^^* (BKB) ii4f 6*j)lf- 
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02801849. 4 

W §9 =B B5/44H 

4 i6«.«t*«a*, ^H»««J#«, 



*4ts«««5 2^,fe*ta*i. **ti,Jt^fc#,^^ 



12 



02801849.4 ^ :^ ^6/44^ 



S-fT^^hS^, ^^;SL^4t, ^^^^-^^^Tf^S^li^ 

^i^^^^^ik (EKB) it^iil^^ f*5 ^. 

;^iLB^6^^ 4>fr.|r*l:S^5.. ^*:?L^^>^t. ^m^^^^^i^ 

tSL^^^ (EKB) 64;&o^ ^; i£it^ ^S.-^.J?.^4^)iti9f^#6^;6o2^ 

S 2 1 i^t-f'M^M:^^m, 

20 m S^^m 4 6^i^jiljLS26 t6^#^6^^'^'J6<r®. 

® 7 AtX.8^S 6 6^>#j^S43dti1--5r^#^S6^»i^^Wiii^mS. 
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02801849. 4 

Tii. m ^ B7/44M 



® 23 A^B^^^^3S8t>^g. 

S 24^iJLsj^/';bl.6<?#!li^^3£d^3i^Bg. 

^25A-UtBM^ff>Ml^^m, 

® 26 4^:q?,*I^60;^^^^^^g^ 

© 28 ;1^B^^ $16^-^4^^ 

® 33^-^B^j^/';{;L6^fifTi?i)I^^S6^»g. 

9 37 4.iCB^J*l^;il^a6^iiE^^^^3^.^^g^ 
© 39 4.iJC!^i€^^MBt6^f^^jg.^^6^^S^.^^^ 
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02801849.4 i^i HJ ^ ^8/44M 

m 45 A.'^m/^^^/'¥M:±T^^¥j^T^^$^/'M^^^m¥j'^ 



m 46 AiM.m^^^i^/'^itnT^-^^^it^^rM^^^'^ 



10 

a 47 >liJC8^ MAC 6<iiA6^® . 
S 48 ^^B^ ICV 

m ASAMm icy ^A^^^^^^m^'^^^^. 

20 J^JgL/^L 1-1, 1-2(|'>IT, ^'i^^'^E^'JiS.i&^/'^trt.B'}-. ^^jfjt-f'M^ 
1). ^^JtSiW^^^^^^T 2 ^^/;t/L, >tE;lLiJPt« 2 tTivCii;^ 

^t^^^%^\s.y^n 2. 



15 



ili m ^ ^9/44|i 



^ 2 t, CPU (Central Processing Unit: fA^m.^/t)21 ^ 
# ROM (Read Only Memory: X^#^||)22 f^^i^m.^^^^^ 
^ 28 RAMOlandom Access Memory) 23 ^a^. it4fJ^nf¥j^ 

i^HB 20 i4ffi+8t^^, #B^^j^4#^ CPU21. RAM23 
^hi£it^^^;r CPU21 it^^^^^mp/f.ji.^^nt^^. 

^m^^m, mmmn^25, ^ii^, ATRAC (Adaptive Transform 
Acoustic Coding: tOtM^^k^M) 3 

ii-it^^^dj^p 32 ^^^^u^^ 30 44 ^ 

CPV2U R0M22. RAM23. ia^M^4f^ 24 25 
4^ 31 31 i£-^*^^i^tb^P 32 

^A^rf^^P 32 ti^#;r^#it. 26, ^ 

CRT. LCD iU^^^p ^^^^f^^^^ 27. 

^^^^w^^^ 28, mmmm^. ^^^^.m^^^i^^^ 29 

ii^.-ep 29 i^itS.m^ 2 it^ig^^m. 29 ^^^^^r^ 

'f^^^f^-^, ^/v^dj^o 32 a£i|,4^a:5i>ll 30, itM^^m^Al 
42. ^^t3i 43 sX^^^^n 44 ^, ^^t^rfj6^it#*um 

28. 
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02801849. 4 



ift 19 ^ B 10/44 IS 



t, CPU21 4^#Jit^^ 29, 'f^-t.ititX^^ 2 #>.f*l^J5l.^^ 3, 
m. S2 mr^mFiHt^^ 26, Jil'J CPU21 

3 ^^-a^^-fr^*, ^SAwii.'ft-^p 29 ii.i±X^IS3 2 l^l^^JH^H 3 

3 4til:5|i:;jD^6^i*J^#, 0flf)^#JiKL S3 t » ^ CPU21 
it>ft-ip 29 4^>)i:itf^^4St#, M^^M. S4 t#^^^''^6ffffc|^ltl&# 

^JlfLt^-^ 3 6^f^^#*h3£. ^^b, v>CTiJC8fl + , ® 2 1 

#1!^ S21 t . I*? ^Sk^^ 3 6<> CPU21 ^-f i.$il>y^5.^ 
2 ^dEjii.^-§p 29^^T^/'^ 1 6^^^, ^'J^^^T^^Bt, 

3 6^#llfL S2 t ^^Z* 1 it^'^^-fr.t-. 
j^JI!^ S23 t > F*I^JJiL^^ 3 6^ CPU21 /^J^^^ 28 

t» CPU21 #>y^'f*^ 28 24, ^ 

20 ^^^Hc^^f^^, 

28 >?|->f*6<ll*3^lfcl&ititi^«f^^ll-^ 25 ^^it^l 

^^h, ^^^^ 28 tTv>^v>l^ib;&p^6*j^l^.^^i*J^^ 

i^4t/>LT. ^^v^-^mS2A^i^m., 
25 v::tT. l^«S25t. rt^Jll^^3i^CPU2lTS?;<^;^>f#-iUp^F*l^ 

^i^^ EKB (Enabling Key Block) lj,ac^lc))^^fJLiy.MP^$-^')M) 
m^-^i^T^'^^T^'^ ID. S26 t , ^nt^^ 3 ^ CPU21 
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02801849.4 

ift W 4i Ml 1/44 j| 

S24 S25 ^it^^min^im^ 

i^^. ^mff[i^, ^^^^'^^^^ (Header) if*»|t4t (Data) 

^^tSe.J.^Tf'^^'ft 4 (Content information), URL (Uniform 
Resource Locator: . if^ ID(License ID), 7^ 

^^^^(EKB (Enabling Key Block), VX^S^^ EKB ^M^^^ I 

t^nfi^^i ID(CID).:^^itf^^6^M)lf>8%;5-iC^6^^4. 

URL A^^^^^ ID m.:tm^H4k^6^i^kL^;t', 1 ^ 

(Encryption Block) ;|*, A, ^^^^^^ 
^i^^^dVdnitial Vector)), (Seed) , ^ 
4^Kcia^^6^>^i&Er c(data);j^^. 

Kc >Tiv.^;f^, Kg ^«'^l^4^|a://riit^6^<t 

Seed >^;^'»^'H-^lt^is.#tl| 
K' c-Hash(Kc, Seed) 

IV Seed ^^;^it^^5:^^T^Iil6^^. 

8 itm^ikK^^,^^ s ^^^^^ 

CBC (Cipher Block Chaining: 

^^m^m^^T, ^A^i>h % m^M^^^iju!^^, ^^^^ 
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02801849. 4 



ift li 4? ^12/44S 



5 

10 ^mSAl^. t-f'^li>fj CPU21 ^#>^/5i.it^>ft*&'A.-tp 26 ^ 

^!.J CPU21 i*^^TtF^^^it>^6^-itT IDC-ft 
>^ig|^^>^jJ4.^6^-it-5r ID). 5 Pfrih, T^t^T ID i2.i^.-f;&pW6^ 

i^U.T. i^-^mSAl, CPU21 J^'J^A^ii.it^^*U 1 e.^^#4 
^#«^S41 IDptt>^6^ttT:?f'i^'l*fJ'??->(*^ 28. ^^h, 

^•it-5r;^^s?.#6#j'lt/;LT» iti^l^JS^ S43, CPU21 4A.WtT:^#^S. 

20 ^#JWLS42 t, ^^J^-J^Te.^^#6*>'lt>XT, il^, >^#J!!!tS43 

CPU21 ^'J^^#*^i+T^^^^^^F^l*3, i'^^^^J^^^Mfk^^ 

25 ^6^'lt^«*T, iS^K-^m. S45, * CPU21 |A.frH^-3rit*r^3g. t^t^stM, 
4!fLS45t, -HPT^fc^ltd^'^l-^JLT, ii>>v#j|SL S46, CPU21 ^Ml-'l*'^ 28 
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02801849. 4 

m =^ mu/44js. 

© 5 CPU21 # RAM23 t#^6^;&..^*lt*^^# 

24, ^l^^i5^4gKc/lf)^. 

^m^i^Ammiidericc Node Key))^|t# EKB(® 5) 
Kc. 

S48 t, CPU21 i£#;&a^^^^ 24 
i^m^n^ 25 i^^f^^, CPU21#^^)|f^^^ 25 

DNKCDevice Node Key), i 6^^^^^^ . /^^^^g;^^ 

ID 4.^^ge.^>h^/';bl.6^iaj5,j^4, DNK Aj^Mi^^n^^^ 

ID;^^^ URL. ik URL i^AM^^^^^ 

CPU21 ^^^#4J^ S61 ^#6^ URL. ititit^^ 29 

^^^^i^^m 9 ^^m, S102). CPU21 mi^s^A^mih^ n 
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02801849.4 



ift HQ 45 B14/44S 



S63. S64 1 . CPU21 ^$t#r7v#p 26 *^y^6^it-5r^l;t'fr4 

k>t^^/ ID?Fp^>fi%. >^L#IStS65 t. CPU21 4t^j3t^f-tp 29, #i^>V 

9, :<tp;&^i*., ■^■sTiH^II 4 ID ^^f^^X^¥^ 

•^^^^^.t-^i^i^^i'^m. S109), il, ^-M^^w!|>!L6^'ff<JL, ^iL 
ili-MpT(1^«?tS112). 
10 ^^Sit S66 t . CPU21 nX.'i^^B.^^ 4 4.^iLill:5|Li1^-5r , 4lilLi|t 

i^m. S66 t, ^'J^-it^jMLill6^tt-iJLT, S68, CPU21 

#.^4^^3g. *#^itk.T^, liji^ CPU21 ;5i5L|t#if»J^J*|^6^it-sr, @ 

15 -^^/^l :^4f-^Wt;6a;ti^^|ft#6<j-i1^-5r IDxt^^^-H^-af, 

•sr^f^^-vl^^'J CD-R 6^;|3?.^'J; -^r^jaS'J PD(Portable Device: 

25 
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02801849. 4 

ift W ^ mi5/44lS. 

SlOl t. i^^SK^n 4 6^ CPU21 jLfiJ^^ 
1 ^#^#^Ht, S102, ^^^^i^^/' 

7 S65 6^*hSt 6^^/ ID, ^.J^, ^ id .;^Aimi^>fr 

4 (tI^T ID) Bt, i^-^Ml^^ 4 6^ CPU21 ilitit-ft^ 29 ^4t#*t^F"^t 

^^>^, >^#4ft S103 t , i^™^^ 4 §^ CPU21 xtitit-ff^ 29 ^ 

^^i^mf^-^^^^;^^^^^-^^^^^^^^ ^^^^ 
S104 t. ifTm^l^ 4 CPU21 ^'J^^^^tf 5 

^'^■^it:^^%mM^-^Jk^^^ 28 ##6ti4^^t#t*. 28 
^#6^|itTm^6iiTifT ID. ^il0 4^B^,iJ, ^ikmfK^r 

^#^8106 t, CPU21 ^iki^-^mil^^^^vf ID. 
#4* S107 +, CPU21 S105 

^i^m S102 6^^St^^/'^l^^t^^^^,f^;XT. 
#^S108 t. CPU21 

•-XT, i^#^sio9, 4 ^ CPU21 mm^iA^w^ 

^m. SllO t , i^TJI-^^ 4 6^ CPU21 ^t^^ S109 
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02801849.4 



itt 4i mi6/44S 



■gr^ill6^-»t^(^^-M', fe-^^t lD)^f^m. S102 6(r*t3£tllt^6^^ 
/ ID^^^;»t>&, ^^Sll^-f^-lp 28. i?!?^, ^^IJftSni t. CPU21 
^S. ^-f^^i^L^X., CPU21 ititii.'fr^ 29 -i^^^^Sk^n^ 5 
^^Tt^/ ID ^2^>K%^>EL6^^/'ii^t'ltf Jlt^m^H 5 +m 

'f^;^^^, g|ifl7.^#ii^S104iS^#^S112, CPU21 iil#4ti^^3g. 
10 ^-f^^iife.^, if-srm^H 4 6^ CPU21 4t*Jit^-^ 29, T^i?#.>^6#r^^ *L 

S 10 ^7F® 6 ^^m. S45 t6^-»1r-5r^^*h3S6*ftf ^'lt;;L. @ 10 
15 6^#«|LS131 5.1^«(LS135 6<|^3g^;$Lji4 g 7 6<i#JiS|tS61 J.j^lS^ S65 
6^^3£;ta|gl. ^Ca^, ^m. S133 t» CPU21 ^H^^-»tT, UnA^^^ 
^^jT^^^j^f--^ ID. #J!«LS135 t. CPU21 r^^i^-TJIIL^a 4 

iH/g/ ID^2^>fi%, >>^;SLjt^6<ii^-5r6^if3r ID. 

M-J^^^ S135 -itT/ll^^ 4 4l.^'fjt^#- 

20 11 6*r#« S153). ^#J3|L S136 t, ^>P*L 1 d'r CPU21 #>!ti|L 

tiT^-^^^n 4 ^^-fl^^^-ftS^ll^. 27 ^M.r^. 

ilip^^^'ft.^^'ft. S137 t. CPU2I l^i^-sflg.:^^ 4 

23 Hj^i$[f-i^> T^-^^^^ 4 ^UL:^i^6(l^tm-^i^(m 11 64#«^S154). 
#1^ S138 t » ^/^bL 1 6^ CPU21 A^i^^Sfi^n 4 ^#>fjt^-^, ^ 
S139 t> ^"^"^M-^M.^^^^ 28 te^^'I^^^^^^S^jifT 
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02801849. 4 

ife (B 4^ ^17/44M 

S151 t, 4 6^ CPU21 1 

m^^m S152 t, ^#)ji:^/';t;L 1 j^^^ S135 titi^d^ 

^*S153t, CPU21 ^#^if^6^jt*f^«-^, ^.J>iM^#4p 28 ^ 

tTfrji*?!^^^^^, J!.J^^|^ S154 t , 4 6^ CPU21 

4t^frm^^4^>ff^^6^4gt^, ^^4^si54 t. 
tfcjiii. 1 ^.J^^4^ S139 ^i^^tmiltf^^M'^, ^*rk 

^iCHJt. 12 (Broadcast Encryption) 

2001-352321 . 
^^^^ M'AMm , :^Ti^6t 't (leaf) -f^-^^S. ¥} 

12 *^^^d6^^^>LT, ^^^>y.i^^ 0 Sillfe^ 15 ^ 16 ^^j:^ 

t, ^5^49 KR ^M'f^±m^fM., KG, Kl HM-f-^ 2 ^ 
I^A, KOO J. Kll ).t>&^^ 3 HSi^A. KOOO ^^^^ 1111 

^^■f^ 4 KOOOO J. KllU i^iSWjL-f^T^^^fiA 

•tC^SI^A). 

* -f^M M:<fL^^ , 0 i?n KOOl 0 ?fp^4^ KOOll i^X^^^jt 
KOOl, ^4^X000^^4^X001 d<rJ.^i^4gAl00. .:<T^#, t^^KOO 
KOI 6<r Ji>fi^4g^ KO. KO ^fp^^4^ Kl ^ Jia^4^ A KR. 

MT^^^mif^$^¥}m. ^^-^^^^KOOIK KOOl, KOO. KO, KR 
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02801849. 4 



itt |g 4i Ill8/44ffi 



. J^^M^%ii^^^^n^^^^^^H^^, m U itijrf^^^]^ , 8+24+32 

4^^>gL-M^-r. ^-^ilt. T»><*e.X 2 24 16 ^ls)6^ 

10 T^sf , fljJ., ilit^T-lfelfi^ 32 ■5^^>^M.X 2 6^ 32 Jfcr^r 

4 ■f^\L)¥im/' i^t^rM^ 1). >y.^TiS.6^ 32 ^-^A^^.^^^^^ 
M.^^i^S^^^^'^ A^M^^^^ DNK (Device Node Key). ^ 
y^^^yt^^¥} ID^ih^ ID. 

J.?FPTt-5r*^I^4^-^ * 64 (=8+24+32) ^SLd^-g--^ A^/r^^d^5^ 

SLjt^ EKB(^,B8S 15A 15B >^># 
DNK ^ge,^^ EKB 1*1, iRi^i^iiLJ^J^^mik^. ik^i^ 

m/'iifj$^/'¥^ 1. ^/^u 1 ^mak^^it^^i^i^^ dnk, 

20 ^—M.^Xi^ EKBO ISA JL® 15B) ^ilLi^M)^i$,^Jz.ikMr}fL6^i^^ 

25 ^&>^^^^^^^Xm9LfL^^^ KR2301, .jfeiJiTd^ t 
2302, 2303. 
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02801849. 4 



^ m "fi 



2304. n?^ M ^^^^^A^n^^^^^M-iSLjt^A. 

M M+1 ^yu.ri^f.A;s^^^^^^^;ft^^^ 

^i-ko. ^® 14 M i&^->Jv^,4 2305 Jiiit^## :e 

2306. ® 14 6^^it> ^^^[^^y^^,-^^]ir.#, 2305 6^2i!lvU 
T6^ir,^,t. #[#5iL^^|II^A 2306 &'i^;r'6t^ > ^ !/ X 

2306 >:^TiSi^^m.i-^^k(j4l:nt^>^iiij^^}r.^^^^iij 
^i^-^A 2307, ^Qj.^^T>fi, i£i5:;ll^^-f,-P|-SIL*ltfe6^?^t^6<,# 
M t fe-^d^ [PHS] 2 308 ^ -f,^^ 2 309. 
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02801849. 4 



itt 118 45 ^20/44m 



2, 3 KOO, K0> IR. mmit'^A^^ 

^^^^n^:^^-^ M.^^ KOO J9'J"5r»2A^ift.4f 
tf^^4gi«Lill. t5:^-PN;r^jl 0. 1. 2, 3 ^^h, 
^>^1^,#>it4^ K00;^f4tt*^f*=J^^4g Kcon;&p^;&^^ Enc(KOO, Kcon) 
^^W*S-iL.?f'f*l!liE,^iet#^:?f:0-iLSl)^S. 0, 1. 2, 3, ^7^:^^% 
10 0, 1, 2, 3 prv>l^^^^S.t#^^*^-^A^-^ KOO 5tt^^ 
Enc(KOO, Kcon)#fi^iT!j^4frt^^^ tcon. EncCKa, Kb)4L-jr 

^^h, ^^Bt^'j t, ^itlSL^J. 3 ^4-^6^ KG OIK KOOl. KOO, 
KG. l!'J-?«Eila;gr. >f^7xt^.*«.(^ 

15 jl 0, 1. 2, 3 ^m^^^ii^m^^^^^. ^iSfr^^t^i 3 

i^^n, ^^m^iW^^^ K(t)001, K(t)00, K(t)0, K(t)R 

^m^.^^W KOOK KOO. KG, KR, ^#i|[^#f ^^^^li^^S. 0> 
K 2. ilX, K(t)aaa 4.-jK^4g Kaaa t (Generation) 

#i{7^3«:i^4«*lj:(EKB: Enabling Key Block) 6^ J*:4St#'l^j3l6^^^* 

o. k 2 ^^h, 

^'4^i^(BKB)^>^^::^#^Jt^6^,^4^^iL5•J^^^© 12 ^/f^m^^ 

25 Hfe.^i&^^^it^f^ttRB: Key Renewal Block). 

@ 15A P/f^¥j:^^^m^(Em^^'^^it^ii^^m^^it^^^ 
n?r.^'^^M,^fA^^^^M.:^^iUit^M.^, m ISA 

12 ^/r^^^^^^¥j^M. o> K 2 t^iJc^ t >p^.6^:i. 
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itt "fi ^ B21/44K 



^£ 1 '^^^M^A^^ K(t)00. K(t)0. K(t)R, ^jt 2 t^M.M 
-^.^.MliDOOU K(t)00. K(t)0. K(t)R. 

ISA 6^ EO EKB t fe^^^ g iSA 

T&6^;&a^^&4^4LEnc(K0010, I(t)OOl). 2 

4^ Koolo K (t) 001. 2 ^ ^ 4'#;t*^r't^4g 

lOOlQ ^mvmm^, -^^I^mm-^AS^^ K(t)001. 
^•J^#7^^^#6^^^i^.^,^4g K(t)001, m ISA t^T#^i^ 2 iSl 
^i^^^^ Enc(K(t)001, K(t)OO)^^T)^^, Tv>t^4?^:&fir * 
^4^K(t)00. 

>y^T,^mm^, igitnm isa t>y.ji#^^ 2 ^6(iiv^!^^ 

Enca(t)00, K(t)0)ii^^^, -r^«4^ir,#.^^K(t)0, #itit 

ISA tAji^^^ 1 mi^^m Encacoo, hor^^ 

^^#^«f«4g K (t) R. 

^6^^^t,*,^4^^K(t)00. K(t)0, K(t)R. ^AO. imi^S.^ 
-*.^4^t&^6^ir.^,^4g KOOO, itiM-S ISA t>i^Ji#^i^ 3 i^A^ 
Enc(KOOO. K(t)00)ii^;^^. ^#^*r1f .#.1^4^ K(t)00. 

»':^T. ^mm^. i^it^m isa t>y.jL^^^ 2 sn^i.^^^ 

Enc(K(t)00, K(t)0)it#^^, ^^il^^j,^^ k(,)o, iti^g 

ISA 1 is^m^m^ Enc(K(t)o, um^t^m, ^ 

#^^4fL^4^ K(t)R. ^£ 0, 1, 2 -rvxm^^6t^4^ K(t)R. 

12 Pft^^mi^^m^X^^M.^^ K(t)0. K(t)R. 
.^-P^^^*f1ir.*.^^ KOO Bt, iti±ifJ;SS 15B m^^^ikillS), 
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02801849.4 



itt BJ 4i B22/44S 



1. 2, 3 ^-^^-fA^'^ KOO K(t)00 ^^6^*^Jt4tF*5^ 

K(t)con i€#Aa^;&6^|fc^ EncCKOOO, K(t)con)4® 15B ^/f 

0» K 2 ^'J;^^3g EKB K(t)00 
^itnM-^> Ji!'JT^^tBt*'j6<rf*)^^4^K(t)con, 

® 16 t, ^^^^ t *)-*J6#ji*J^^4^ K(t)con S^^S-^i, 
10 ^lilii^d^^^^^ K(t)00 )«t«t*^*^l^^^4^ K(t)con 

|fc4g-Enc(K(t)00, K(t)con)7ft»® 15B /9r7F EKB 6^^Jl 0 §^*hS. ?P, 
EKB ;*p^6^;^M,^l&#;?& f*J^^4a K (t) con 6^^-^^ 
■kom 16 ^-^r^, ^J. 0 ;^>J.^>e>^*^>fM-'f*6^^ t ^8t^'J6^ EKB ^ 
^^^m^^^j DNK t ^'t-fi^flSrAJf 4^ KOOO it^-^Xm^^m^iiij 
15 EKB *t3£, dL^^A^^ K(t)00. ifoJL, 0 ^mH^^^iM.^^ 

.k!^^ K(t)00 ^il*fi*|^it4^ K(t)con iiejSF^, ^mr.:^ti^^ 

^^^^ Koooo i4#;ip^:^#>f*, . 

S 17 ^^;r^^4^^(EKB) 6^|#-iC6#|^'^'J. ;{JL4l 601 4-^^;^^ 
^4^i*:(BKB)6<>XSL^6*riPsj5'J^. ;^^h, XS.jK^;tiPsi5«):iL4^6il EKB 6^;^^ 
20 ^^^-n^^^^iih^^^^^M^^, '^>14L^5r^^4g^(EKB)6^^ 
4tS6<F^S.>^>&ife.**t6<l>&?fc^. 4St4&^4t 603 4.^Tf:;t^i^4^i^ 
(EKB) t d^lt4t^ 606 #iMt4t 604 ;l;^-^F#ie.'^ 607 

25 -hm 16 mTrs¥jM,M-^A^^^^¥jJ^iiv^^^^, 

607 A^rF^^^ 606 +^'fil6^|>it15"A^4^> 'i-^4^6fr 

m 18 4.^ici^'ftit?^#6^;jt.irs 15A ^TH.m¥j^^!iS'^^mh) 
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iS, m =ti f^2Z/uw 



^^^^^ ^^^^^^^^^^^ 

K(t)R, mi^s^is&.^.Ki^ii^^^f^ KR. J^,8«^. ^^-k^^x^^^^ 

Enc(K(t)0, K(t)R)^^^i9 18 ^;^^>&^fc#6^^5: PO T-^ 
*^r^#;l:Enc(K(t)OOK(t)0), ^^^d^^^^^^T-ii^ POO 

i^i^-^S 18 6^^*t^Ji^6^|a:i& Enc(K(t)0, K (t)R)xt^6^^£ po 
^^T*^^X POO t^^4»:4&. g|^L#i6-o, 

0:Enc(K(t)0, K(t)R) 
00:Enc(K(t)00, K(t)O) 
000:Enc(K((t)000, K(t)OO) 

17, ii-i^ilB^ EKB#.i^. *;&(Signature)608 4Jl# 

#tr^£itit^^ ^is.^^MikA4^^^mm^4H^ (EKB) X^^Jt^^ 
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itt 45 B24/44H 



5 Content) ) , i*l tc ^ ^f^S^ KR EKB , ® 5 t 

KE„c^>^)^^*'^(EncaR, Kc)), ^ EKB — ^Pf^;^i»|;frp^ 

^'6*j#.3t4^ KR(Enc(DNK, KR)). J>f<{fh, ^/'M' 1 JJi^lBt^ t & 
10 -^6^ DNK, ST^JL^ EKB ^^^fB^ KR. iSiJL, :iF'J^^i^4^ KR, ^i^X 

AK. Enc (KR, Kc))lf i^rfj Kc, #'J^ 1*3 ^^^4^ Kc, -5r)'>l>^ Enc (Kc, 

Content) )Sfi^ tb J*^^. 

xli±^;5'JM,i^^/';i^ 1 ^ge. DNK, ^^4-^.^ 12 ;5L® 15A, 

@ 15B tJLB^6<r>^,S. -^yy.it^^^/'^l 6^^>t (revoke) . 
15 itittSj-Jf^rW*"^ ID ^^^/^ 1 ^itnXk^ 

m 21 ^^it^^,. Pp, Dl t. ^|l.|&f*)^i^iL^.^^Se. 

25 DNKl, fi^i^-^^Sat^^^. |SJ#, >^L^3iiJLDl +, 

^'i-ftp, T^>^:^ge* DNK2, ff^ ^ ^ 'j ;^ , ^ t CD litj ^ 

.^.^(l^^^iL.^.M.?fp^S.'r3S^,M.)^4t6^I*l^. ^:^S2.*r DNK 6^ 
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^ i» la ^ m25/44M 

® 22 //f^6<ri^^4J^M 1 ^^^^ 2. Tif.J^-f-#^#^-4,^^^ 

^^^^ ^v^jj^^^ ^^^rfj^. 4€# 

2 ^^^^ 1 ^ 1 6^^^ 1 

^ 2 ^-;5.J^-4t^;i3/ 1 ^J^r 3. 2 fe^T ID2 6^ 

S161 t, 1 6^ CPU21 ^^Jifff^ 29, i^jifTill^ 

II 4 Xmk^$t^i^^, S165 t, ^ifTlg.^^ 4 6^ CPU21 

^^it^t^ 29 J?.J^^^^ S166 t. 

29 1 ^il;g/'fi-.ttj|-^. 

S162 t , :|l/;t«. 1 ^ CPU21 ^l^^it>fi-^ 29 ^^t^/ 
i^m^. m^Mi^^^ 27. 

S167 t , il^T^^H 4 6^ CPU21 ^M^il^^ 29 4i^^ 
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itt lig ^ m26/44H 



ID, ^/'M^ 1 ^/^t/u 1 ^^^^^>'^i^^^H> it 

.^#JiSL S169 29 i^$~/'M^iiLAMR^^$t^* n 

j^^m. SUA t » SrM^i^ CPU21 ^^»i;it^t-§p 29 '^^^t^^ 

*U l):^<^^L^^^^'^^-^^^>EI6*J'5i-^^4q6^i2.4^ (certificates) . 
^mr^'imT^^^^^^, ^i^^;^ (signature) ^»;frof!lffc|^. "ST^X 
-P^iiLl*! jtili-tt (integr i ty) JLUarjh ^Kt. 
20 24 ^'^m^f'M-^^M^^^-'f'^l, a 24 6^At3STX.8.« 

CD ^^m.^^^^$^\^^ 28 6^f«j^^3S. 
^1^«!tS17lt. ^^/^l 6^ CPU21 ^^^^ilit^^ 29 ^ 
/v*^ CD 6^-ff-5?Llt#, ^^i^^^m. ^-fm. S172 t . CPU21 

23 d^#ia^S>fr4(CCI)^ 1 fcb4#6^)li4t'fr-?- (Trigger) ;f^il, ^/^^ 
^6^lt#t. CPU21 ^;j!^th7K^P^'it?XT, S173, 

ay, j^^m.sin t. cpu2i ^j^^iL(*)^fl!7ie.^6^^^#{:l&. 
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itt 4? B27/44M 



i^^^4t^^^irmv:/,m.^lf^t- ID, ID. i1rT6^^/vA6^ URL, 

^'^^^¥j¥t^ ^m.it,t (CCD JJ^^iL-fir-f- (Trigger) A. 

3 ^^^(® 7 6^#^S67). 

#1^ S176 t, CPU21 m\ipm^^ 24. ^i^4^)«t 1^ 

iJ^T, S177 t, CPU21 ^^iLif^^, ^4^mz.^miifP 

43. 

10 ^^h. ie^:l^#.i(,,J>^^Ht, S176 t» CPU21 

^l^«f>fi%^-tp 25, ^j*., ^ mkCi^^^p^^^, f^^, 

6^ 1^ ^ (E (A 1 3) ) :j6 tb 60 7jC^p (WM) il^.^ fifcj ^^[^ (^^) , 
15 m 26 ^^f*J^i2*^f«J>e.^^>(^vB^6^jiL##-i^6^Jtif^60^;j4,. 

iii^i t , fi^T ii^^r f*J ^ ID (CID) , it^ ID (LID) , URL (WM) 
6^^^. EKB, ^#.^4^ KR ;*o^i^^^4^ Kc ;g60lfc# 

(Enc(KR. Ic)) , it ^ (Cert), ^ T ^ ^ ± ^ ¥j 4^ ^ ^ 
(Sig (Header)) , ^jf^^s^i^ l^c ^ ^ ^ (Enc (Kc , 

20 Content)) , t f^^^ (Meta Da ta) (Mark) . 

7jC^pSM^^f^^60f*3^, ^^.d^pg 25 ^fp® 26 ^>t^, ^^^.j^ 

25 32 .^>#^^il. 

^^^^ t'4^M!M:^K^ tfjikiSL^ (CA: Cert if icate Authori ty) 
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^ m =¥i m28/44M 



ii.it i^-»t^Jil^ll 4 m^Mr ID. ^^Wi«:#'i^^^s. ^f:^ 

ID ^'i- ID, -^'J^Jto© 12 6^>^'^'j&<jtfr<JLT, ^>*7^S. 0 
r 0000 J , 1 Bti{? r 0001 J , ^^^^ 15 r 1111 J . 

15 

vXij ii7^ii^rf*3^*(;^X. ii.it'ft#6^;T>^i<.ia5S'^#6^i*l^^-r 

;J5^h, ^>«It^, ii.it^;^i® 26 ff\^^^^'¥t^K-^^Xi^^Xy^n 
20 ^iL^4S-iC.6<>rt t^, ?P'ft>j^ll.4J^*fe' SDMI (Secure Digital Music 
Initiative: ^^$ii^^ff^t\!^M^^^¥^'^y . ^■^fJ.ffM.^^^^i 
^•^^^ 

.?fjJL, M-ko, dfoS 28 ^;fvf:, ;fi^j*i^Aiti±ie.^^#^^ii^ 
iiiti^f^ 2 ii.it^#6<J*h3g, :*PT»a>j«E.'ft>?7 SDMI (Secure 

25 Digital Music Initiative: -^^48:4= -g- il iL) 
PD(Portable Device: ^^^%.)^^'^ 'a.^, 

PD) ii-ff 1*1 $:ii4l|8«J-6^*t3g. 
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itt ^29/44M 



-Tib. j^^m^sin t. CPU21 #.j^i*j^t^^it;frpT^^J^<;g. 

^n^miuj^^^j^^, ii^#4SL S192, CPU21 4*AiiE^. ^i*. 
A, ^»i^^itTm^||4 6^^>^^4ai2t#)lfit. fl&-a., CPU21 JftiiE^S 

6t^-t^>^'^->^;^'»M-i^^i|tis.^^^. CPU21 fcb^i^^ifed^r 

S193 1. CPU21 nK^^^^^-mi^. nK^'^^^. 

i^i^^ S194, ^ EKB ^^^TiE-iiL^6t^J£. •^i^AtS^#.#-i!£ 
^t&^6t^ ID(® 27), ititi^^4-^Ti':iili?^ EKB # 

i^^SiJ^^iK). d7-f^i^'7@ 30 t^^^S. r 1001 J , ^EKB^ 
Sh^^^^lK. Kl, KIO. KlOOfi^EKB. 

KO, ®^fjTitit^^4g KO T^M^^^ EncCKO, K(t)R)3^^i|t 
^#^l^«4gK(t)R. 

-^.^^ 11 i';<T6^'t^'J^;*L;1^64^.Jfei^4g Kll, ilot^^ 
A^4gKllJt4-Enc(Kll, K(t)l)^^^, Ti^^^^if^,^,)^^ K (t) 1. 
•flj^, iti±^1?,#.^4gK(t)l;^fEnc(K(t)l, K(t)R))^^, 
^*f^^4g K(t)R. KlOl m^-fn^^-^a^^^^if^ 

^4^K(t)R. 

^7^, #;r;*.^>^6^'i-i^4g KIOOO r lOOO J ^ ij e.6^«^-it 
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ift ?)i 4? ^30/44S 



4^K1000 5«tEnc(nOOO, K (t) 100) J^l^, K (t) 100, 

K(t)R. 

^^H^. ^^^H^^X r 1001 J *i^it-^ii.i±EKB*h3£^#^4' 
5 ^ii^X—^iijM.m'^A^^ K(t)100, m^^^^^M^M^^^ 
K(t)R. 

31 ;5'r^ltl&^#ie>6^ ekb. 

^^/' ^^i]^ T*#i6-5rii:4t EKB it$t^^. is EKB il^^^S A^'J 

^-ko, m 30 r 1001 J 6^ ID(»t ID) Pp r 1001 J r l J 

rOJ rOJ ru 4 ^'J^itit^^Ji>(ilt.#:?f ^-J^^^SllT 

15 *-f ID r 1001 J 6^JtJi>{irtS#4.1. 30 6<|^^4^ KRi^: 

Ajfe-'W. EKB iifj1^J^¥jmz.(%'^ 0 #^#ie.)j|L 0: {0,0}, 

Kl. 

^:*T. Kl 6fjri3.-^X. ID r 1001 J 2 

20 #:?«7 0, ^^m. mi-f 1 6^#i6^:if:A'W^.JS.^4^ KG ¥jr^¥j4lt 
#6*r;f^, ife-f- 2 6^#ie.^7fr^.J|.J^4^ Kl ^T^^j^^iif}:^^, it 
#ie,:ko@ 31 f/r^^ 2: {0, 0), ^ 
/^AM'^i^Mt^^H'fA^'^ KIO. 

fl&J.. ID r 1001 J 3 i^t^Mj 0, ii/^A#J. jfcBt, KIO 
23 6<>T<i6<>4ft##^;tit6<»#T6(^fe-5- 3 ¥jmt)^ 3: {0,0}, ^J^J^4"^ 
iL4[P*;r4St#. >yvT?nii>V^#J-5rk>tiliE^$»JtA^^K100. 

.TaJ., ID r 1001 J ^:^ri3i^t^^ 1, 4 

Kll 5itit, ^-f 5 fi^r^ii^.^ KlOO 6<rT#.6<j|a:lt6<»'f^>5%. 
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itt 18 45 II31/44J5 



5: {0, 1}. V.ifn, ;fe-#J^#^^#. ^ikit$m 
■fA r 1001 J , ^.J^ ID r IQOI J d<>^J.4.^>4-5£i± EKB 

^n^i^L, KIOOO 6^^^ ID Ml r 1000 J , -^Ji 

5 ii'f^^|SJ#, EKB f*l6^#-f&ii;ff EKB ztm^m., 

H-fA r 1000 J . j^ifh, ID r 1000 J ^^%y^^^]:^Mf^>ki>f}^S., 

^W29, CPU21 #.##JiR S194 6^a-i£*fc.a. ^^9(LS195n^ 
•i2.^;^^^>l^, ^iSE^:^4lt>]^8t, S196, #.^>^iiE^tfc 

:^'J^it>^^:?^^^J^iiEg 26 ^/r^6^^;^ (Sig (Header)), ^p, 

Sig (Header) /Sf ^ 
('^'fiD^^Jt® 26 Header >^>^^'H-.ii4lS6:iS.#;^6^«^#'j|L, ^ 

m^—St. m-^^iL Header ^^fef gfc. ;faxtifc, 3g^?e|^;r;— ft, H'J 
15 Header 

#1^18197 t, CPU21 ^.J^ Header JJ'J 
S198 ^7jc^p. ^^Ill S199 t . CPU21 ^•J^;iC^ 6*, j^ii^ 
^4L^T)i;>i4g. ^-^fM^iH, n^itA^^m. S200, CPU21 

Bp, 

20 ^-^m S191 S193 t^'J^ii^ 

^tf^Bd", ^#^8195 t^'J^;^ EKB;f-sr^-ii£iiL^Bt, ^^Hft S197 

t-^J^It^:f-^6<||^iiE^t^8^^^:^^gtH«i-, i^, ^^JijL S199 t 

^•i^7K^Pt^iitT#jL>i4^8t, slbvi^lSL S201, #.##^Ah3£. ffp, 
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iJi eg 45 B32/44m 



>^#«|tS222 t. CPU21 ^^^gTA.-^ 26 
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Tft IB ^ ^33/44M 



HMitT^^, 4^mm 2A -ko^mi^. T^^sk^n^ 4 ^ 

^^^i^^P/T'^^^^iff^i^ 34 ^-^m S242). #J» S223 t, 

^ 1 6^ CPU21 ^m^JS^^B 4 #^^^6^41^, Ji!'J#*%jli5))% 

26 #-A^^'J^^^. 

>^L#4|L S224 t, CPU21 26 ^i^/^^'J^^/ 4.^^^ 

n^4k±i^Ht^r. S225, 
10 l^4si.*»6#:^6^^JS. 

.tr, ^l'i2'ii7^>^;r^X;^#6#f#,t^(g 34 ^#J|St S244) . .^i^llit S226 
^,^^^1^ CPU21 ^l^iltifL i, -J^Tilg.^^ 4 |!.J^#J5ft S227 

(S 26)#ie.^5!jie.^^^. 

S224 t. ^^•J^^^^^y.it^ji^^ 4 

S228, CPU21 i^-il^TJl^^ 4 it^^#^^7jT6^#4^. 
20 Xt>^il#6^^/';bL 1 6<r*hSI, T^^TJl^l^ 4 iA.^® 34 d^iita® 

^(S 33 S222) , W\^-^!!k^n 4 6^ CPU21 j^^ 

m S242 t. 28 ^ib'fti<?^^6t-itT6^J9t)^^;r'ii^^6^#:^, 

25 ik^m^^r^i, 

^■^m. S243 t , Tfsrm^l^ 4 #^ CPU21 ^•J;t4-^>yL^/'*L 1 ^ 
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iJi 45 ^34/44M 



HfcT^^^ii.^. An^^'^74k±m,^nfy it>^#«t S244, 

iL^Mt-r^l 6<J^^-#P28 t6^^Ji6^ji*|$:t (® 33 6#>^JiSl S227) . 
5 S243 t, i-^'i;tjM^/*^» 1 •^'l^^'M^^ia^'Bt. i^titl^ 

ISL S244 6^^3£. gp, ^^t^?XT, *-f^*f?Mt:^"^6^J'^^^3g, 

S 35 ^Vf:#«^ S244 t >^^-MrTJ!l.^^ 4 t^t-r 4^ 1 J5ii^^#.t'6^ 
SigsCLeafID, Own) 

15 hL-sT ^S?.^ -M" f*3 ^d^-ftffi 

25 iit^d^^^^a. S261 t . ^>P*l. 1 CPU21 ^M^^iS. 

vU^r, 3i/v#^ S262, CPU21 ^K^J^f^m^^^ 26 ^i^^. 4k 
/^f^^m^n 3. .^E.l^Ji|LS263 t. ^-ft^^^jl S261 6^^3£t^A6^r 
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itt W ^35/4411 



•^/b, .^L#ISL S271 t, 3 CPU21 ^^iyby^/^^L 

1 iSt.ili^6^iiL45, Jt!»J^#^ S272 t#itiiE4S^^$!)^>j*^ 28. 

#^*-Sp 28 t. 

@ 38 ^/r^6^,F*!)t, -ii^J Cll ^ C14 1 #^iiE^-g-#.. it 

Cll ^ C14 t &^^^>^6^/>^i^^ Kp„ ^ K,,,. 

i£^C21J.C23^^M2 6t,i£^^^, '^m^^^jftMy^ 

t^, S281 t , 3 60 CPU21 28 >f^ 

^t^^dfj'f ID, :?'j;fl#i6iliE^ EKB. EKB ^fe^if-prig^^n. 4 

^i^l^S282 t, J*) ^11.^11 3 ^ CPU21 ii#^#J?SL S281 
^Sd^r*#^t^^^iiE45. f^^, ^#JiRS283 t. CPU21^#«S282 

S284 t, CPU21 #i^|?L S283 ^^^^i^m^$^^^ihf^$i-^ 
m 38;5t7F^l t. -^'J*^, ^#>^iit^$ C14, l!'JTv;^i4it1^IR S283 
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ift ^ 45 ^36/44X5 



vE-^ C12 6^^>f^^4g Kp„^-ii£^ C13 Kpijii^;^^. 

-^ib, >^E.#Ji!it S291 t » ^r¥*l^ CPU21 ^i|iLf*35|:ill.^^ 3 
@ 39 S284 6^r*tmt4li2l^6^F'q^^l^^i^4^. ^^^k.^ 

(® 40) . 

10 J^-^m S292 t, CPU21 ^t^^ifii^m^^^^^^^^^'^ 

m^^^^M-^i^"^ C12. C13 J«t>^6<|*La^Jff. *1^=Mt^>ft' 
6^i5L^ C14 6^:t^^>5L^#^ i):^6*>>'jS^^4g;6o^6^l*l^^4q Kc 

»rv>t^^#^'J6<>la^^^>^3i6<; ICVdntegrity Check 
Value: ^^-144^1^^) i4#:^ia. it^i^3.^m^^-Wm^> 

^iL!«t. i^-sr-ife-TJiiii^fii^^^ie.. is.^, it 

25 ^^3s#.# SDMI 

Jv^T, -#-.^0 42 43 6<>i?itaS, iJt8^it#6^^/*L6<jifT6<j 
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1^4 W 45 m37/44|i 



i^^m. I^^J^^m- S301 t , 1 6^ CPU21 i^^'}S.^f(^^¥iT^ 

T6^vi4i^<^lt Nl. ^-f^© 8 ^-t^A^-f^^^t, m^ik'^W^ 

JJ^T, -^i^lS S302 t. CPU21 *5;^SA^i1^-sr*^'tt.^-^-^ib>i.4g 

f^^y ^#%S303 CPU21 )^ti^-^WS301 ^j^M^T^iii^vk 
4H'A^ Nl ^i^^ S302 6^^3£t^dJ6*^^^ii4»^fc|a: N2, ^J^'ii:^ 
Nl 4.^'J^i^|L:*L>i4S<^4St N2. 

^'J^5i4«<^^Nl 'J-i^d|t:*vvi-^<^L|fcN2 H, it^^^m S304, CPU21 

)':iT, >^#^S305 t» CPU21 S301 6^>*hSt^ A^ti^^-sT 

6^Si4S^fc|tNl .^.#|!tS306 t» CPU21 *fC#itT6^>^^4iS: 

15 ICV. ICV 47 J.a 51 J^^^^i^,, jf.J^ ICV -3r>':^lS$'jL 

yu.r, S307 t, CPU21 ^li:^^y2^^f$'M^^mH$^i^ 

^■^^-^m. S306 ICV itm^^, 4 EKB ^iJL^-j^ 

^ib##jaS»lxt^6^^J.. ifhJL, ;^^m-S30B t. CFU21 ##JS!|L S306 
20 6^^StiS.#6^ ICV -^>»t:t4tJE6^-f it^^^ft'-H^^ ID ^>^i*t#>|^fj# 
>j*-«P 28 6^5S.4^7^^t. 

S303 1 , ^^•J;t>i4^<^4&t Nl r^'h^^^':m<k4Si mm-k^ 

it^^^ S309, CPU21 #.##-^^3®. Bp, i|r'Hi-?JLT^4A.4f-;3E.^^ 

25 3S. 

»';<T, 43 d^iJiu^g, 42 6^vi4^^SijCB^^^i^-3j-6^ 

-Tit, S321 t6))«t;5r^£(>i4^itT6^^/'*L DiliU 
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itt BJ3 4* II38/44S 



>>AT, ^"^M. S322 t, >VUt;y^^/'^ 1 >^^CiM-i|^^irt»J^6^|■i^■5^^ 
ICYk>i;SLEKB#aiI.45lH-. CPU21 ii^^ilt. PP. -^i^^-r* ICV> EKB >3L 
■iiL^*^® 42 6*11^111 S307 6^^3St>M-;5^^i^JLitililt**r. 

.^E.#«|L S323 t » CPU21 ##1(1 S322 6'r^3St-^'l*.d^'»tT. ICV, 
EKB;5L-iiE.^^#f»J#^-^ 28. 

5p, ■r;Jt'^E.#ISl S341 t . ^^P*!- 1 ^ CPU21 i^^^m/'^^W 
A.-^ 26 :tl^#iiL6^f^^6^| ICY. ^^JiT S342 t » CPU21 

irU^T, ^^m. S343 t , CPU21 itit#^ S341 
^6*F ICV ^-^r^ S342 6<|^3S-M^tb#*f!t6<l ICV St. 5t 

Bt, J3'Ji1^-5ri^5&??t. S344, CPU21 ik^^m^^M^ 

?fe)«tiib> #^ S343 1> -^'J^^^ ICV ;t^— ^Bt, -Hr-^^-sr^^e. 

:i!t^«i. gl^qii^j^^fL S345, CPU21 ^^t#-i^*t^. ^P, J«lBt, >^ 

t^> >^-^^S36i t, CPU21 :^#;it:T^S.(!^i£(^ie.)-^t"=r6^> 

^/4«.l)6^'i-^4^?f«»^>a^#.6<|-»tT ID.K>iT,>^E.1^«^S362 t .CPU21 
^'J^#«|L S361 ^^^6ij^iZMf^^'i^^^'^t\^^H:^^M.^miifj 
i^-sr. iS-f'J;t^^l&@ 42 6fr#l!lS308 6<>*h3£.t^'l*64 ICV. 't^^qA 
itTIDi^#. ?P> m#^S361^#6^|'i'^4^. if-^r ID >SL ICV ^ 

■jt"^4.ll;^>i4|^6^-»1""srB^, >^L#JS!|L S363 t. CPU21 T^^^^mt^H 
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S364 d^-fib^vi^d^-H^^^jfe.'SHe., @fl!7 CPU21 -fit 
^i^-r6^>i^^fc^ Nl ^- 

#^S365 t. CPU21 ^'J^4.^-jE^i6j;«t^6^^^>i4^'^^if^, 

^-4^;^^hj£^ji4^6^^>ffci^-5i-Bt, ii:/^#J|i^ S366, CPU21 

^#4^ S365 t. •^•J^#^i6jxt^6^^jg.5^4S^'ftit-T8t. di-f^Hfe 

S362 #^^>i^^6^-Jt-=r-^'J^^g;tT^^i^;it^^X 
Ji^^d^-H^TBt, CPU21 S367. ^^ff^-^Ahig. Fp, ^tH-^JL 

>^>^#J*#jaif-5r8t, *-f^>^6^ ICV 6^^?^#^^^JJSL S361 6^ 
© 46 ^7F^® 45 ii^nam-m^^^^m^^¥}^iZ.^^i,ijt-/'M 
■^m S381 t. CPU21 i^)«t:^r#fr^l.(^#g 45 

mmp/f^ifj^m^^r^ D^i^-f^^^^nij^^^j^^ ID. -itp± 

^m,H:^ifj^M,;^^mS361 tJ^#«'t^^^F«»i^T ID,^#«S362 

^m. S382 t, 4^/';^^ 1 ^ CPU21 ^•J^^^;r4tii^tt>r^i6^-^ 

ii, S363 ^^iSt^l^if-sr. EKB ^iit^S. 

^^)|i:5!l^t^^, Ji!»Ji3t>>v#JISL S383, CPU21 flHJ^»r. EKB 

>i«..!!7, -^^/'^ 1 ^^»':*;t:^Jfe'ft;^^5i^-5r6^f;|^^, i£itS 45 
S364 6^^S4^>i4^<^L^ Nl /^ifh^iZ.^^, 

^m. S382 t> •^'i^^:y6<,^jl^-^j^4^^jK^^^a^^ 
S384. gp, iartg-iJLT. ICV 
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iJi HQ ^ B40/445I 



ICV=hash(Kicv, LI, L2, Kiev ^ ICV LK L2 

^.i^T 6^ -ft , -f^^ it t::^'tt'4- ^ .t-i^ii-f^^fi^ (MAC: Message 
authentication Code). 
10 DES ;*ai^^3E^:|^6^ MAC ^i.M']-!^® 47 ^/r^. 47 6^ 

Ml. M2 MN), tA.. ^i*^"^ 24-lA ^it^i^^(IV)^ Ml 

ID. # Ili^^DES 24-lB, 

2t4q(»>lT:?(? n)*»^(4-*^rfj;?(> El), *is.^-^ 24-2A iit Bl 

13 ;5LM2 it*^* 12 *^>^vDES j&o^-^P 24-2B, ^ Kl >^ 

DES io?^-^ 24-NB tl; 6<> EN (MAC (Message 

Authentication Code)). 

ii.itt^it#6*JTt"=r#*l MAC it^ ICY ^^^^^Mm^^HY^it^^ik 
20 if"5r6<>^4S"li4iJi^<t(ICY). «:iS.-it^^ABtiA*tr ICY 

i^*r6^-it'^:4-i«-6*l ICY, ^-^^^m—^ ICY, HtJ-sT-f^iiEi^-sr^f 2*., 
^ICY;i^lSl, H'J^'J^^f 2<t. 

aCY)4.J^^4^J^ Kiev PP, J^iil EKB ;>n^6<>>]^4-ia:4&'ft>{? 

25 if=r6^2t^'li^3^^(ICY)^Ai^4g6^^^J. 

(EKB) >vi^i£il^^itTf'^i:^;^6^^l^'fei^a'^^A^4^ 
Kiev m 48 ^L'T^X^J. 0, U 2. 3 
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iJi 91 1? ^41/44|i 



Kiev dt^^il, S 49 4.'rr||t>^(#|^) T^J. 0. K 2. 3 

m 48 6^i^^F.Jt, <±»il^-^,#.^-4gK(t)00;it^jgi->(iL^^^4gKiev 
5 i'^^, Enc(K(t)00, Kiev), ^Bt, ^^#^4^^^ 

K(t)oo M-^m^^M^(Mm, -hm 42 ^^m/rif,, -m-^m 

ib54it*tS(^^)EKB, ^#^#r6(r-^.#,^4g K(t)oo, i:^^, 

#6^ -^.#.^4^ K(t)00 ^H-*'^6^4^j^>&4.;^^4^ Enc(K(t)00, Kiev) 
10 M-^, TJl^^j^-ffe^ii^^^g Kiev. 

K(t)00. mifh. ^^^^^i^^^>^>t^i^^M.^i^Jmr'{M.±^^M. 

0, K 2 T)^^^;t^^4^^(EKB). 49 ^/pn^rdt^^^ 

4g^(EKB)^^15r,^,t4q il{t)QO)^^^ig.±^^^ (Kiev) in i^;^ 6^ 
46t# fine (K (t) 00, Kiev). 

® 49 ith:^^^^H^}fL^. 1^^, 0, 1. 2 mti^^^¥j 

A^4^(K(t)00). ;%^^>^, iti±K(t) 00 6t^^^;^^4|.;t^|^^4.;^^.4^ 
Kiev. 

e 12 ^/r^6^^#.^6^^jl 4, 5, 6...fp^^ilfcigI#6^4gtl&(BKB), 

5 (K(t)OO). |SJ#, ^#:#>^6^,^i 3 t, ^^>^mti^m^^^' 

A^^(K(t)oo), r.y^A^^ikM'm 
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T^#>*#ia. ^<]-ko, >® 50A ^-t'T, 'fg-^SlTtT LI ^tfsr L2 
5 ^iL^#iil S'Jd^^ 2 H+fr'X. ^J':^#i«l EKB ^;^^i1--5r. >^tTj^^ EKB 
@ 50B^-;r^6^/^.Jt:^^^#6<i^?|ti, pp. -^^-I^^^^^^^^^^j 

i^-^^M, ^'f^^^^'li^^^^dCVai, L2)). ^^h, (ICVai, L2)) 

^-iff-it-sr LI ?Fpi1r-r L2 t^^^^lS:>t#6'j-Hr-r6<|^^.bi;&|^'ttL 
10 ICV=hash(Kicv. LI, L2) . m 50B 64^*^t, rWL-J*^ 1 

■i^T 1 ^-if^ 2, ##;^^^#-^-5r LI ?fp-i^-5r L2 

(ICY (LI, L2)). ^^h, 2 t'^'^'J^-^^it-^ 1. #^^4|L#-Hr 

T LI (ICV(L1)) . 

^^;it|t. ^i^-^^l t#^6^{EKB, i1rT2)#iaflI^>f*^2, Ji!'J>^ 
15 da^'f|i^2 t ,:^*f4.A-H^^4stl^il-.l!'J^^A^^^2 ^J^^¥j UcviU) 

r-m^ icv(Li, L2), TJj^B^^itit-^^-srA^f 2tit.#y*-#ja#.4tT^ 

# ICY ;^J^, ICY ?fp.*^>f* ICY ^'tt, ;f^— itfti-, 

6^48tl&i^^^it-sr6^^4^'fet4^^'(l (ICY) 6^^;!^. f P it i± 
ICV=hash(Kicv, counter+1, LI, L2, ...) i^4fif^^^^ . ^S,, 
i+lfc'(t(counter+l)iS:^^-^J*Li5i^ ICY 6^^. itlfc-li. 

4*^6^ t » -^^6<i^^^.tt;^|^<i (ICY) ^^}^^J^m i^-i^^Xitn^ 
^. 
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« MO #-iM*l*#;i!;^3t«d«* 2201 1 iil^T 3 a* 

.« *3t;r*fe* 2201 ^^Xi^ni*.^ 2201 « 

#«!.«•, iti±*J.*LSp PC. m^gt«.# ICV «4*fc!B-*#.J;tT5iil 

-S- CDROM(Co«pact Disk Read Only Uemcxy. K^^^^^^y 
DVDffiigital Versatile Disk: *t*1t*!,«>tA)) . A«A 43(6.^ 
M.(Vi„i. Disk: .i-S«A))A+^<^«s 44 

' R0M22 if.^^aH|< 28 t 
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15 ^,§1^^. sLJ^^t^. ^>i»*t#. i^'ft^>^ii'&'fn6^^a'^. 

ip±P/ii^, 1^4*t3£^jL, •^^:^xt-M"4l.'9^^^ 

20 ^f-Si^^^. 

25 ^fL^-$^iLB^6<r^ 4'f|-4*ii3S^l., ^^x-fi^L^^^;?; i§i^s.irA^ 

4^. 
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